Tendring District Council Fraud Risk Register

A.2 - APPENDIX D

No.| Internal/ Area Inherent Risk Impact Mitigation Actions
External
A claimant makes a claim based on information known to be Financial loss to the council Pre-payment verification and risk-based review of new claims
inaccurate or fails to inform the council about a change in and changes of circumstances
i Reputational damage to the council
circumstance that would reduce the award.
Overpayment recovery with sanctions/penalties where
) i . Loss in working time in investigating .
Housing Benefit / Council appropriate
1 | External .
Tax Reduction and correcting issues and liaising with police o o
Staff training on fraud indicators and customer challenge
Potential court costs which have an impact on council budget techniques
Adverse effect on council budget
A claimant claims a discount when more than one person lives Financial loss to the council Evidence requests for student status and exemptions;
in the household, falsely claims to be a student or claims a automated expiry dates
] ] Reputational damage to the council
property is empty and unfurnished.
Household composition data-matching (electoral roll, NFI,
Loss in working time in investigating and correcting issues and .
internal systems)
any litigation action that may follow
2 | External | Council Tax Discounts . .
Targeted comms campaigns and tip-off channels
Potential court costs which have an impact on council budget
Prompt withdrawal of discounts and back-billing where fraud is
Adverse effect on council budget .
established
Referrals to established in-house fraud and compliance team
The use of technology specifically is used to take advantage Financial loss to the council Multi-factor authentication and privileged access management
of system weaknesses for gain. This could include
) . Reputational damage to the council Security awareness and phishing simulation programme
ransomware / malware attacks, hacking or use of council
systems to test stolen account details ("checker fraud"). Staff Loss in working time in investigating and correcting issues and Patch management, EDR/AV, email security and DMARC
clients could fall victim to scams and frauds, including: any litigation action that may follow
executive impersonation, advanced fee and funds transfer. It Regular vulnerability scanning and penetration testing
External & i " " . Adverse effect on council budget
3 Internal Cyber Fraud could also include "cyber-enabled" frauds (i.e. use of the ? Incident response plan with playbooks; backup/restore testing;
nterna

internet to commit fraud).

Potential loss of service affecting different areas across the

council

Potential data protection/GDPR breaches

tabletop exercises

Supplier due diligence and cyber clauses in contracts




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
There are activities including price-fixing, bid-rigging and Financial loss to the council Segregation of duties (requisitioning/approving/receipting)
cover pricing, to maximise profit margins or share out
contracts. In addition this risk also overlaps with bribery and Reputational damage to the council Supplier due diligence (financial standing, beneficial ownership,
corruption internal risks. There is a risk that claims are made Loss in working time in investigating and correcting issues sanctions, conflicts)
to defraud the council by claiming payment for goods - . .
rau uncil by claiming pay 9 / _ Contract management KPIs and verification of delivery/quality
External & services not provided; delivering goods / services of Sub-standard work delivery before payment
5 Internal Procurement Fraud  |sybstandard quality; overpricing or duplicate invoicing.
nterna Potential costs arising from any necessary litigation _ ) _
Spend analytics to detect duplicates/splits
Lack of public confidence ) . . o
Declaration and management of conflicts; gifts & hospitality
Detrimental effect on staff morale register
Post-award audits
A business makes a claim for rate relief based on false Financial loss to the council Site visits and photographic evidence for occupancy/usage
information, e.g.. stating that a property is no longer in use;
not declaring the location of a business or falsely claiming Reputational damage to the council Cross-checks with Companies House/Charity Commission and
elief, e.g. by claiming to be occupied by a charity o . e o o internal intel
reliet, €.g. by claiming up! y ity or Loss in working time in investigating and correcting issues
. ) . lintermittent . . . .
6 | External National Non-Domestic [Ntermitient use Review cycles for Small Business Rate Relief and empty reliefs
Rates Potential court costs which have impact on council budget
_ Backdated billing and recovery; referral for prosecution where
Adverse effect on council budget _
appropriate
Officers or Members may abuse their position for private Financial loss to the council Code of Conduct and Member/Officer protocols with annual
gain or misuse council assets for personal gain, including: attestations
computer hardware and software; plant, machinery and Reputational damage to the council
equipment and intellectual property. Theft of cash or Mandatory ~declarations of interest and secondary
Loss in working time in investigating and correcting issues and )
portable items belonging to the Council, employees or L . . employment; CRB/DBS where applicable
liaising with police and lawyers
M . Receipt of fi ial h
7 | Internal Internal Fraud by embers. Receipt of financial or other rewards as an Asset registers and access controls; stock/cash spot checks

Officers and Members

inducement to perform their duties improperly or seek to
influence a decision-maker. There is also a risk of failing to

declare an interest in a company or organisation.

Potential court costs which have impact on council budget
Adverse effect on council budget

Lack of public confidence

Whistleblowing channels and anti-bribery training

Segregation of duties




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
There is voter registration fraud; impersonation (at polling Reputational damage to the council Voter ID and secure polling station procedures
stations); phishing and hacking, denial of service and
ransomware (particularly at the time of an election). Lack of public confidence Access controls and network hardening of election systems
GDPR/Data Protection Breach Change control and audit trail for electoral register updates
9 | External Election fraud
Theft or false accounting occurs with officers responsible for Financial loss to the coundil Daily reconciliations
handling cash, either as income or expenditure (e.g. petty
cash). This could include accounting for cash (and other Reputational damage to the council Secure safes, dual custody and CCTV where proportionate
income), security and banking. . . L s o . . _— . .
) ¥ 9 Loss in working time in investigating and correcting issues Prompt banking and segregation of receipting/recording duties
and liaising with police and lawyers
Cashless alternatives to reduce cash on premises
10! Internal Cash handling Potential court costs which have impact on council budget

Adverse effect on council budget

Lack of public confidence




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
Council systems are used to launder money or there Financial loss to the council Compliance with AML regs: CDD/EDD and PEP/sanctions screening
is abuse of council services and they are used by . | where applicable
organised crime gangs. Also there is a risk that Reputational damage to the council
Lack of public confidence
Property inspections and tenancy audits; joint ops with Police
The council inadvertently or otherwise becomes involved
External & Organised Crime / in money laundering or terrorist financing Staff AML awareness and record-keeping controls
11
Internal Money Launderin . L N .
y Laundering Loss in working time in investigating and correcting issues
and liaising with police and lawyers
Potential court costs which have impact on council budget
Adverse effect on council budget
Bogus claims are made with serial claimants across Financial loss to the council Early claims triage and evidence capture (CCTV, photos, witness
authorities. Also organised "crash for cash" or "slip . . statements)
and trip" frauds and any insurance claim that is Reputational damage to the council
proved to be false, made against the organisation or Use of fraud indicators and referral to loss adjusters/SIU
! Increased insurance premiums
th isati i .
© organisations Insurers Data sharing with insurers/IFB; trend analysis
Any claim will ultimately have to be paid for from
Council resources. Inspection logs
13 External Insurance Fraud

The cost of processing unsuccessful claims is a drain on staff

time and diverts resources from front line services

Loss in working time in investigating and correcting

issues

Adverse effect on council budget




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
There is misuse of council credit cards, creation Financial loss to the council Supplier masterfile controls (new supplier validation, bank detail
of bogus suppliers / invoices. Offences include . . verification, change controls)
fraud by abuse of position, false accounting and Reputational damage to the council
corruption. Card usage policy, limits, MCC blocks and monthly reconciliations
Loss in working time in investigating and correcting issues
and any litigation action that may follow Duplicate invoice detection
15 Internal Payments to Suppliers Lack of public confidence Post-payment sampling and data analytics
Adverse effect on council budget
There are submissions of claims for duties not Financial loss to the council Joiners/leavers controls with HR—Payroll reconciliation
carried out; inflation of expenses claims; claiming
sick pay when fit to work and failing to work Reputational damage to the council Manager approval and audit trail for overtime/expenses; mileage
contracted hours. Also the creation of ghost . o - o reasonableness checks
Loss in working time in investigating and correcting issues
employees and generating payments and false e . - . .
ploy generating pay and any litigation action that may follow Periodic payroll data analytics (bank/account duplicates, zero
16 Internal Employment/Payroll ~ [overtime claims. Offences include fraud by false

representation, failure to disclose information and

false accounting.

Lack of public confidence

Staff morale

activity, outliers)

Return-to-work interviews and sickness trend monitoring




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
Grant payments are obtained from the Council under Financial loss to the council Pre-award due diligence (identity, eligibility, bank verification)
false pretenses or that grants are claimed from
different sources for the same purpose or that the Reputational damage to the council Clear grant conditions and evidence requirements; staged
recipient fails to deliver outputs stated in the grant ) i payments
P P 9 Lack of public confidence
conditions. In addition, there is a risk of bogus .
" fon, there 1s.a i gu Post-award monitoring (outputs/outcomes) and clawback clauses
i indivi i i i Failure to support genuine need
17 External Grants companies or individuals making a claim perpetrating to pport g
be someone else. This also overlaps with the internal Counter-fraud spot checks and data-matching
_ ] _ . ] Loss in working time in investigating and correcting issues
risk of corruption. There is additional risk where there
is a requirement to process and pay grants at speed Adverse effect on council budget
where sufficient checks may not be completed
There is an abuse of a license (e.g. assigning to Loss of revenue for the council Right-to-work/DBS checks and ongoing suitability monitoring
someone else) or claiming benefits / council tax
reduction while working or having no right to work in Reputational damage to the council Evidence verification and declarations of changes in
this country. There are also links to organised crime. circumstances
y 9 Lack of public confidence
. . There is also a risk of a fraudulent application for a . . .
Licensing PP Compliance/spot visits and enforcement actions
18 External taxi license where an applicant does not declare a Staff morale
relevant fact or fails to declare a change posing a _ S o o Information sharing with DWP/Police where appropriate
o ] Loss in working time in investigating and correcting issues
potential risk to the public
Adverse effect on council budget
Applicants submit bogus qualifications or references Reputational damage to the council Quialification and reference verification (direct to awarding bodies
or have no right to work or fail to disclose income for . . where risk dictates)
benefit purposes. There is also a risk of offences Lack of public confidence
which could include fraud by false representation or . I Right-to-work checks; identity verification and document fraud
Staff morale o
failure to disclose information. training
19 Internal Recruitment Loss in working time in investigating and correcting issues

Panel-based recruitment with documented scoring and conflict

declarations

Probationary period objectives and monitoring




No.| Internal/ Area Inherent Risk Impact Mitigation Actions
There is a risk that the council is supplied with false Reputational damage to the council Document verification tools and anti-counterfeit checks
documentation in support of
applications/registrations in respect of services Lack of public confidence Cross-checking with internal/external databases (LLPG, electoral
i _a. applications for housi lanni roll, Experian/NFI where lawful)
provided e.g. applications for housing and planning Loss in working time in investigating and correcting issues
applications .
_ ) Fraud awareness for frontline teams and clear referral routes
20 Internal False Applications Failure to support genuine need

Random audits and post-decision assurance checks




