AUDIT COMMITTEE
22 JUNE 2017
REPORT OF CORPORATE DIRECTOR (CORPORATE SERVICES)

A.3 CORPORATE RISK UPDATE
(Report prepared by Clare Lewis)

PART 1 - KEY INFORMATION

PURPOSE OF THE REPORT

To present to the Audit Committee the Risk Management Framework and updated
Corporate Risk Register.

EXECUTIVE SUMMARY

e The Corporate Risk Register is regularly updated and presented to the Audit
Committee every 6 months.

e Within the period under review, no new risks have been added to the register, no
risks have been removed or amended, there are no items that are currently under
review but 7 risks have been subject to changes to how they are controlled, with
updated information provided within the register.

RECOMMENDATION(S)

That the Audit Committee notes the updates provided to the current
Corporate Risk Register.

PART 2 — IMPLICATIONS OF THE DECISION

DELIVERING PRIORITIES

Risk assessment, monitoring and control forms the central tool for managing the strategic
risks that may prevent the Council from achieving the corporate priorities as identified in
the Corporate Plan and associated corporate goals.

FINANCE, OTHER RESOURCES AND RISK

Finance and other resources
The risk management approach can be delivered within existing budgets.

Risk
The subject of risk and its management by the Council is set out in the main body of this
report.

LEGAL

There are no specific legal implications.




OTHER IMPLICATIONS

Consideration has been given to the implications of the proposed decision in respect of the following
and any significant issues are set out below.

Crime and Disorder / Equality and Diversity / Health Inequalities / Area or Ward affected /
Consultation/Public Engagement.

There are no other direct implications.

PART 3 — SUPPORTING INFORMATION

BACKGROUND

The Corporate Risk Register was last presented to the Committee in January 2017.

The Terms of Reference for the Audit Committee include a responsibility to provide
independent assurance of the adequacy of the risk management framework and the
associated control environment. The Corporate Risk Register is therefore brought to the
Committee at six monthly intervals to enable the Committee to fulfil its role.

CURRENT POSITION

Corporate Risk Management Framework
Although changes have been identified as being required at this time, the framework is
included at Appendix A for information purposes only.

Corporate Risk Register

Since the Corporate Risk Register was reported to the Audit Committee in January 2017,
no new risks have been identified — this will continue to be reviewed throughout the year,
and changes will be reported to the Committee at their meeting in December 2017 as part
of the six monthly review cycle.

For completeness, the following table sets out all amendments to the Risk Register since it
was last considered by the Committee. A number of actions relate to IT which reflect the
ongoing nature of responding to security and the management of information, which have
been brought into sharper focus by high profile cyber attacks and other such issues
recently experienced nationally / globally.

Risk Register Iltem Amendments / Comments
New Risks Identified None
Risks Removed None
Risk Scores Amended None
Risks under review None




Risks Amended (how risks are controlled
column)

2c Community Leadership Projects —
Wording changed within ‘Warning
Indicators Column’ to reflect regular
monitoring and feedback is now being
provided to Locality Board and CL&P
Committee.

All of the following amendments have been
reflected in the ‘We Control the Risk by’
column within the register:

la Failure to Effectively Manage Assets
— To reflect adoption of associated strategy
at Full Council in May 2017.

1b Catastrophic IT Network Failure —
Wording updated to reflect ongoing IT
review.

1c Ineffective Communication /
Management of Information — Wording
updated to reflect ongoing IT review.

6a Loss of Sensitive and/or Personal
Data Through Malicious Actions, Theft
and/or Hacking - Wording updated to
reflect ongoing IT review

6c Disconnection from PCN Network -
Wording updated to reflect ongoing IT
review

9a Ineffective Emergency Planning -
Wording updated to reflect most up to date
position regarding increased resources
within the Emergency Planning Function.

BACKGROUND PAPERS FOR THE DECISION

None

APPENDICES

Appendix A — Risk Management Framework

Appendix B — Corporate Risk Register




